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"Kicv_sh" AND "IVsh" TO ADD 
"ICV_sh" 



S1308 



INTERNALLY STORE GENERATED 
HEADER AS WRITE HEADER 



S1309 f 



SET HEADER- 
SUCCESS FLAG 
TO "1", AND SET 
GENERATED 
HEADER IN 
BUFFER 



I S1310 



SET HEADER- 
SUCCESS FLAG 
TO "0" 



SET BUSY FLAG TO "0" S1311 
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1. 



S1321 



DIVIDE CONTENT FILE IN UNITS 
OF SECTORS INTO DATA D(i) 
TO D(k) 



DETERMINE SECTOR 
S(i) N WHICH D(i) IS 
WRITTEN 



]S1322 
S1323 
S1324 



TRANSMIT, TO MEMORY l/F 
UNIT 300, COMMAND TO 
ENCRYPT AND WRITE DATA 
IN SECTOR S(i) 



S1341 



TRANSMIT STATUS READING 
COMMAND TO MEMORY l/F 
UNIT 300 




LYES 

S1343 

-IS WRITE-SUCCESS ■ 
-FLAG "1" ? 




S1345 



]S1346 



TRANSMIT FAT UPDATING 
COMMAND AN TABLE 
INFORMATION 



( END ) 
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RECEIVE COMMAND TO 
ENCRYPT AND WRITE 
DATA IN SECTOR S(i) 



S1325 



| SET BUSY FLAG TO S1326 



S1327 




S1330 

^^DOES BPT SET SECTOR S(i) ^ 

AS WRITABLE BLOCKS? -"NcT 



S1331 




S1335 



GENERATE ERROR CORRECTING 
CODE FOR DATA PART 



S1336 



WRITE ENCRYPTED DATA PART 
AND REDUNDANT PART IN MEDIA 



SET WRITE-SUCCESS SET WRITE-SUCCESS 
FLAG TO "1" ( I FLAG TO "0' 

S1337 I ' 



— r 1 S1338 

i 

SET BUSY FLAG TO "0" |S1 339 



WRITE FAT IN PREDETERMINED S1340 
SECTOR 
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( START ) 



GENERATE AND USE 
"Kicv_cont" AS KEY TO 
BE ENCRYPTED 



S1401 



S1402 



IS ENCRYPTION^ 
FORMAT-TYPE FIELD 
SET TO "0"? 



YES 



S1403 



GENERATE AND ADDITIONALLY 
USE "Kc(0)" TO "Kc(31)" AS 
KEYS TO BE ENCRYPTED 




S1404 



S1405 



GENERATE AND ADDITIONALLY 
USE "Kc(0)" AS KEY TO BE 
ENCRYPTED 



GENERATE AND ADDITIONALLY 
USE "Kc(0) M AND "Kc(1)" AS 
KEYS TO BE ENCRYPTED 



S1407 




OBTAIN "Kc_Encrypted" AND 
"Kicv_cont_Encrypted" BY 
USING "Kdist" TO ENCRYPT 
DATA (CBC MODE) 



OBTAIN "Kc_Encrypted" AND 
"Kicv_cont"_Encrypted" BY 
USING "Ksto" OF MEDIA 2 TO 
ENCRYPT DATA (CBC MODE) 



J 

( END ~^ ) 
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( START ) 





S1501 


SET "K(0)" TO "K(n-1) N AS 
DATA TO BE ENCRYPTED 




S1502 


GENERATE "K'(0)" TO "K'(n-1)" 

BY EXECUTING ENCRYPTION 




t S1503 





S1504 


TRANSMIT CBC-ENCRYPTION 
INITIALIZATION COMMAND TO 
MEDIA-2 CONTROLLER 231 




S1505 



TRANSMIT CBC-TERMINATION 
COMMAND TO MEDIA-2 
CONTROLLER 231 
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" H SET "IV_Keys" IN REGISTER 




-> | RECEIVE DATA "K'(i)" 
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S1508 



DECRYPT "K'(i)" IN CBC MODE 



S1509 



ACQUIRE DECRYPTED KEY DATA 



S1510 



GENERATE "K"" BY USING "Ksto" TO 
EXECUTE ENCRYPTION IN CBC MODE, 
AND TRANSMIT "K"" TO DEVICE 200 



S1515 



CLEAR REGISTER 



( END ) 
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C START ) 

SET SECTOR "s" AS SECTOR S1601 
IN WHICH DATA TO BE 
ENCRYPTED IS STORED 
(0 * "s" ^ 31 IN THE CASE OF 
32 SECTORS) 




C END ) 
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C START ) 



SET SECTOR "s" AS SECTOR 
IN WHICH DATA TO BE 
ENCRYPTED IS STORED 
(0 $ "s" £ 31 IN THE CASE OF 
32 SECTORS) 



S1701 



S1702 



-SECTOR "s" IS SECTOR 
-TO BE ENCRYPTED? 




->^NUMBER?^ 




YES 


r S1710 


s = s 


- 1 






t S1711 


USE "Kc(s)" 
AND "Kc(s+1)" 




TO ENCRYPT 
DATA PART 
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( START ) 



S1801 



RECEIVE UPDATE REVOCATION 
LIST FROM COMMUNICATION 
UNIT 201 



S1802 



TRANSMIT UPDATE 
REVOCATION LIST CHECK 
COMMAND AND RECEIVED 
REVOCATION LIST TO 
MEMORY l/F UNIT 300 
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TRANSMIT STATUS READING 
COMMAND TO MEMORY l/F 
UNIT 300 



S1813 




S1814 

<-IS UPDATE REVOCATION -NO 
-LIST^VALID FLAG M"?^-^ 

S1815 



STORE, IN INTERNAL MEMORY, 
UPDATE REVOCATION LIST AS 
ORDINARY FILE 



C END ) 



BUSY FLAG : 0 
UPDATE REVOCATION 
LIST VALID FLAG : 0 
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RECEIVE UPDATE REVOCATION 
LIST IDENTIFICATION CHECK 
COMMAND AND UPDATE 
REVOCATION LIST 




S1804 


| SET BUSY FLAG TO "1" | 
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| GENERATE 
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S1806 



GENERATE ICV REVOCATION 
LIST 
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SET BUSY FLAG TO 
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